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NMpo6nema U Lenb NpoekTa S

3KCMOHEHLUMaNbHbIN POCT 06beMOB ceTeBOro Tpadumka
N KNbepyrpos aenaeTt pyyHom aHanm3 HEBO3MOXXHbIM

U Tpe6yeT dBTOMaTU3NPOBaAHHDbIX CNCTEM

pa3paboTtaTb Moaenb Ana 6MHapHOM KNnaccudpmKaumnm
ceTeBOro TpadmkKa («kHopMa» Vs «aTaka») C MCMNOJib3OBaHMEM

TexHonorunm Big Data

CIC-IDS-2017 (Canadian Institute for Cybersecurity
Intrusion Detection System 2017) (>2.3 MNH 3anmncen)
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CtpykTtypa CIC-1DS-2017

0l)7%

Packet Length Variance: float (nullable
FIN Flag Count: integer (nullable =
SYN Flag Count: integer (nullable
RST Flag Count: integer (nullable
PSH Flag Count: integer (nullable
ACK Flag Count: integer (nullable =
URG Flag Count: integer (nullable
CWE Flag Count: integer (nullabl
ECE Flag Count: integer (nullable
/Up Ratio: integer (nullable
Packet Size: float (nullable = true)
Fud Seg float (nullable = true)
Bud Seg Size: float (nullable = true)
Avg / : integer (nullable = true)
Avg : integer (nullable = true)
Bulk Rate: integer (nullable = true)
integer (nullable = true)
integer (nullable = true)
Bulk Rate: integer (nullable = true)
Fwd Packets: integer (nullable = true)
Fwd Bytes: long (nullable = true)
Bwd Packets: integer (nullable = tr
Subflow Bwd Bytes: long (nullable = true)
Init Fwd Win Bytes: inte = true)
Init Bwd Win By : integer (nullable = true)
Fwd Act Data integer (nullable = true)
Fwd Seg Si in: teger (nullable = true)
Activ an: double (nullable = true)
Active Std: double (nullable = true)

A

Act : long (nullable = true)

Act : long (nullable = true)
Idle Mean: double (nullable = true)
Idle Std: double (nullable

Idle Max: long (nullable =

Idle Min: long (nullable =

Label: ring (nullable = true)
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ApXUTEKTypa

Container CPU usage

/ 400% (4 CPUs available

Container memory usage

/9.49GB

@ Only show running containers

Name Container ID Image
bigdatarprojectis

historyserver c5ff6éec1c6d3

resourceman: 723f295b6f16

namenode 139065d0c4ch

datanode 203e3985f79b

nodemanagel 283d51b54c9d

Port(s)

zookeeper 2c9cab282c7d

kafka R0efR5hRA282

CPU (%)
10.2%
0.25%
1.45%
0.24%

0.3%
0.89%
0.14%

34%

PS D:\Docker\Big-Data-Project> docker-compose up

Network big-data-project_hadoop-spark-network

Container
Container
Container
Container
Container
Container
Container
Container
Container
Container
Container

resourcemanager
nodemanager
namenode
datanode
historyserver
zookeeper
spark-master
kafka
spark-worker
jupyter
traffic-producer

PS D:\Docker\Big-Data-Project> |

HDFS

pacripegeneHHoe
XpaHWnLle
OaHHDbIX

Jupyte

thepaKTMBHaﬂ
cpena
Pa3pPaboTKM

YARN

oucneTtyep
pecypcoB

Kafka

OncrietTyep
MOTOKOBbIX
OaHHbIX

Apach
e
Spark.




ApXUTEKTypa

Browse Directory

e
9,

J/u pytekr
v entries @ — Pyspal’k Commands
Jupyter
Notebook

o
Permission Owner Group Size Last Modified Replication Block Size Name B I g Data C I u ste r

5414MB  Jun 18 11:13 1 128 MB

1894 MB  Jun 18 11:13 1 128 MB

APACHE

44 MB Jun 18 11:13 1 128 MB | dal y D Master
T Real-time Traffic Spr

2413MB  Jun 18 11:13 1 1286 MB

(JSON) Tasks
6504MB  Jun 18 11:13 1 128 MB 3-We | elad Master Worker

2207TMB  Jun18 11:13 1 128 MB

| ' Data Stream " ML Model
1296MB  Jun 18 11:13 1 128 MB Friday ! Analytlcs Data
4 - _ : P (hdfs.//)
16.84MB  Jun 18 11:13 1 128 MB VebAttack tadata parq
Showing 1 to 8 of 8 entries - H D FS

Python
Producer NameNode DataNode




MoaroroBKa M OUMUCTKaA
AAaHHbIX

Mpo6nemMa: HEKOHCUCTEHTHOCTb CXeM B Parquet-gaimnax

PelleHume: pa3paboTka U NpUMeHeHne eguHoNn,

3TaNIOHHOM CXeMbl AaHHbIX B

T obpabotano {len(parquet_files)} daiinos us pyuHoro cnucka.")

for file path in parquet_files:
try:
print (f"06paboTka a: {file_path

Mpo6neMa: HeKOPPEKTHbIE CUMBOJbl B Ha3BaHMAX s o e e
KOJTOHOK M13-3a OLUIMBOK KOOMPOBKM

r field in manual_schema.f:

<

pe me H Me: 3a M e H a C VI M Bon O B M I—I e pe VI M e H O Ba H VI e select_expr.appefd(;.ch(col_namej .cast(target_type).alias(field.name))

KOSTOHOK A/19 NMPUBEAeHUSA K YMTaeMoMy BUAY e

if not all_dfs:

-y Mpo6nema: Hanu4dre NULL, NaN 1 aHOMasbHbIX 3HaYEeHUM S
N HEKOPPEKTHbBIX METOK

df .printSchema()

PeweHue: d1nbTpalma n O4MNCTKA JaHHbIX

d Packet Length Max| F1
+---- R e e e e
count| 2,313,810.00| ,313,810.00 | 2,3 % 2,313,810.00|
mean| 18, 748.00| .0 12. .63 1,063.22|
| stddev| 36,408,232.00| 329. 1e3. . 2,105.20|

1.57
4,866
min| -13.00| .20 0 $ 0.00|
IIC 9 ,820.0 19,530.00|120,000,
neT
eln)%




AaHHDbIX

MoacyeT obwero KonNW4YecTsa 3anucen. ..
Obuee konuYecTBO 3anucew B AaTaceTe: 2313810

1 rap—— more [ el o~
# AHGAUS MEmMOK (Labels)

print("“Ananus pacnpegenenua knaccos (metoxk ‘Label'):™)

CoomHoweHue mpaguka

label counts = df_cleaned.groupBy("Label").count().orderBy("count™, ascending=False) General_Type

label_counts.show(2@, truncate=False)

Smam NDAatAaEr > Ana ~asr B
# 3mom DataFrame ons Power BI

label_counts_for_bi = label counts

AHanus pacnpegeneHua knaccos (meTok 'Label’):

|1977318|
|DoS Hulk | 172846
| DDoS | 128014
|DoS GoldenEye | 10286
| FTP-Patator | 5931
|DoS slowloris | 5385
|DoS Slowhttptest |5228
|SSH-Patator |3219
|PortScan | 1956
|wieb Attack - Brute Force |1470
|Bot | 1437
|Web Attack - XSS | 652
|Infiltration |36
|Web Attack - Sgl Injection|21
|Heartbleed

l
l
|
|
l
I
|
|
l
|
|
|
l
|

@ HopmanbHeli Tpadumk

ATaku

1,977 MnH (85,46%)

Konuyecmeo amak

DoS Hulk
DDoS
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Infiltration

Neb Attack  Sql Injection |
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Heartbleed

0 ToIC. 100 ThIC.
Cymma count
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AHanns noBepeHYeCKUX 2 Ilc\
1al IepHOB X 10Dy

Hhaony 3-

BpeﬂOHOCHbII;I ceTeBou TpGQbI/IK mnmeert CTatnctTn4deckKn 3Ha4mMble OT/INHUNA
oT HOpMAJIbHOIo TpOd)MKG rno cBomMMm BpeMeHHbIM U 06bEMHbIM XapakKreprnctmkam,
rnpn 3TOM MOXXHO T1penriosioXxXnuTtb, YTO PA3HbIE TUTbl ATAK 6y,qu AeMOHCTPUPOBATD
pPA3Hble, YHUKQJIbHbIEe rNnoBeeH4YeCK1e rnaTtrepPHaml.

--- MNposepka runoTesbi: BpeaoHOCHbH TpaduK CTAaTUCTUYECKM OTANYAETCH OT HOPMANLHOro ---

Ha4ano CpasHUTENLHOTO aHaNW3a KAHWYEBLIX NPU3HAKOB...
CpasHuTenbHaa Tabnuua cpegHux sHadenuit (Hopma vs ATaka):

|Hopma |1.2884191235363761E7|11.96069979639087 |13.846112259130802 |570250.7395219771| 1029699 .8064273001 |
|ATaka |4.85827415104579E7 |5.931683368401032 |4.95664978662197 |65783.96028591892|4782073.582414234 |
do---momme-o- Hommmmmmmmm oo R e e L e e et Hommmm e -

funoTesa o pasnuyun XapakTepuCTUK TpaQuKa NOATBEPKAEHA YUCNEHHO.

Hayano fgeTanoHO# NPOBEPKM rUNOTESHI. ..
CpasHuTensHaa Tabnuua Ans NPoBEPKW MUNOTESbI:

|Benign 1.2884191235363761E7|11.96069979639087 .846112259130802|570250.7395219771
| DDoS 1.695715795270R485E7 |4.472682675332385 560813661005827 | 60509.88892040267 |

gy
|DoS Hulk .631092508817098E7 |6.363390278860951 .620164770952177 |37924.139208246794|
29.

|Infiltration .84077205E7 |830.2222222222222 6111111111111 |20188.219030217413|
|PortScan |6725413.786298568 |2.425357873210634 ]1.4926629656859716‘137852.7159959749 |
|Web Attack - Brute Force|6669941.34217687 |12.657823129251701|6.183673469387755 |183.79325089718367|
e Hommmm - Hommmmm oo Hommmm e e -

Mposepka runoTe3bl 3aBEpWeEHa.



Jlornuctnyeckasa perpeccusa vs

Gywqu»
5 Y
§\\\’///zg net
N (0]0)%

from pyspark.ml.classification import LogisticRegr:
from pyspark.ml.feature import StandardScaler
Jlorncrnyeckas perpeccus

from pyspark.ml import Pipeline

JTInHenHaqa Mopenb

BbicTpaga B oby4yeHnm

print( uHaem
start_time_lr

time.time()
1r_pipeline_model = 1lr_pipeline

(training_data)
end_time_lr = ti
1r_training_time = end_time_lr - start_time_lr
XO pol I IO M H I e pl I pe I M pye M a print(f"Mogens ycnewno obyuena! Bpema obyuenus: {1lr_training_time:.2f
Hauunaem obyuenue

ny<weHHoW moaenu ‘NlorucTudeckas perpeccua’ (c macwtabuposaruem). ..
Mogenb ycnewHo obydeHa! Bpema obydenna: 155.18 cekyHa..

Cny4yauHbIu nec

AHcaMbrb peLualowmnx aepeBbeB e st i, woen 5
Ob6ecrneymBaeT BbICOKYIO TOYHOCTb

YCTOMYUMB K MepeoByyeHmto "

(training_data)
end_time = time.time()

training_time = end_ti - start_time




Busyanusaumd c ucnosibzosaHuem Power
DI

3anucen B DataSet CnyuaiiHbIn nec

2313 810
ATak 336 492

Precision Recall
99.50% 88.85%

Accuracy
98.31%

Konuyecmeo amak

Hopma 1 977 318

ooos | 12014

DoS Goldentye [Jlj 10286
FTP-Patator [ 5931
oS slowloris [J] 5385
S Slowhttptest | 5228
SSH-Patator ] 3219
PortScan I 1956
Web Attack  Brute fc:xrcel 1470
Bot | 1437

Web Attack XSS | 652

v o
ISy .
'$

Jlorncrnueckas perpeccua

Precision Recall
97.61% 81.87%

CoomHoweHue mpaghuka

Accuracy
97.07%

General_Type

@ HopmanbHbI Tpaduk

ATtakun

1,977 mnH (85,46%)

filtratio 36 v
el CpaeHeHue npou3eodumesisHocmu Modersied

Web Attack  Sql Injection 21
Heartbleed 1
1,0

100 ThiC

Cymma count

Real_Label Ataka  Hopma Bcero Label
o

Cymma count
v

Aaa 60134 7132 67266 o e

Flophia 618 395747 396365 pos Goldentye 10286

Bcero 60752 402879 463631 FTP-Patator 5931
DoS slowloris 5385
Bcero 322462

CymMma Score

Model @ Jloructuueckan perpeccua ® CayyaiiHblli nec

Precision
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